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Protecting ATM Locks
from Side-Channel Attacks
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Our findings highlight
key opportunities to thwart
emerging threats.

Keypad Accessibility.

The recent attack relies onimmediate access to available connection points. Making keypads
with solid rings—and keeping access points behind them—may deter attackers by requiring
keypad removal prior to launching side-channel attacks. Stronger deterrents such as S&G's
tamper-proof keypad option add additional layers of protection to ATM security solutions.

Access Code Storage.

Rather than storing actual access codes inside the lock, tying codes to specified time windows
and touch keys prevent attackers from gaining control of the system. Further, minimizing
encryptioninformation stored inside the lock can prevent side-channel attackers from

initiating full encryption routines.

One Time Code Generation.

The longer hackers have to run their software to gain access, the less likely they are to meet
with success. Our research shows that implementing multiple-layer code generation—such as
using one-time codes, time-windows, and touch keys—substantially reduces vulnerability to
random code generation breaches.

Modular Design.

Locks with modular designs support easier upgrades as new threats emerge. We tested
A-Series keypads and locks, which use a four-conductor cable with flexibility to support a
wide variety of scrambling devices.
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